
 

Hardware Trojan Development and Detection using ATPG tools  

Abstract  

¶ Hardware Trojans are malicious additions to computer 

hardware designs that can cause a lack of security 

¶ Increased costs associated with owning an IC fab has 

resulted in more ICs being manufacture overseas 

¶ As the result of some DoD ICs being produced overseas, 

a need to test for Hardware Trojans has grown 

¶ Hardware Trojans have a trigger and a payload, triggers 

are hard to detect, payloads are attacks on circuits 

¶ Using a ñStuck atò fault model with ATPG tools we are 

attempting to detect Hardware Trojans 
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